Scan for Subresource Integrity

(SRI)

https://online.citi.com/US/JSO/sigr Scan

sritest.ioPet? (https://sritest.io)

O This service allows you to scan any website for Subresource Integrity (SRI)

(https://developer.mozilla.org/en-

US/docs/Web/Security/Subresource_Integrity) cryptographic hashes

A

Summary

Site https://online.citi.com/US/JSO/signon/Locale...

ScanDate  Today at 9:58 AM

1 unsafe /
31tags Status Code HTTP 200 OK
A Scripts Found 1 unsafe scripts out of 26 script tags
GRADE Stylesheets Found 0 unsafe stylesheets out of 4 stylesheet tags
Results
Scripts
Tag Result
<script type= te?<t/Javascr|pt' . . . % Missin...
src="//nexus.ensighten.com/citi/na_prod/Bootstrap.js"></script>
<script type="text/javascript" src="/JFP/amw/amw.js"></script> « Sameo...

<script type="text/javascript" src="/CBOL/portal/layout/js/jquery-


https://developer.mozilla.org/en-US/docs/Web/Security/Subresource_Integrity
https://online.citi.com/US/JSO/signon/LocaleUsernameSignon.do?locale=en_US
https://sritest.io/
https://sritest.io/about
https://sritest.io/

combined.min.js"></script>

<script type="text/javascript" src="/JFP/js/widgets/jfp.branding.js" >

</script>

<script type="text/javascript" src="/JPS/portal/js/cssPref.js">
</script>

<script type="text/javascript" src="/JFP/js/widgets/jfp.widgets.js">

</script>

<script type="text/javascript"
src="/JPS/portal/js/SitecatCampaigns.js"></script>

<script type="text/javascript"
src="/GFC/common/js/citi_Common.js"></script>

<script type="text/javascript" language="JavaScript"
src="/JPS/portal/js/JFPNav.js"></script>

<script language="JavaScript"
src="/JFP/js/jquery/plugins/jquery.autocomplete.js"></script>

<script type="text/javascript" src="/JRS/js/verisign.js" ></script>
<script type="text/javascript" src="/JRS/js/mbox.js"></script>

<script language="javascript" src="/JSO/js/signon.js"
type="text/javascript"></script>

<script type="text/javascript"
src="/JFP/js/modules/jfpm.autocomplete.off.js"></script>

<script language="javascript" src="/JRS/js/welcome.js"></script>

<script language="javascript" type="text/javascript"
src="/JFP/js/jquery/plugins/fieldValidation.js"></script>

<script language="javascript" type="text/javascript"
src="/JSO/js/SCFormElementReporting.js"></script>

<script language="javascript" type="text/javascript"
src="/JSO/js/signonUnamePwdMyCiti.js"></script>

<script language="javascript" type="text/javascript"
src="/JSO/js/fp.js"></script>

<script src="/DMP/LoginBkDmp.js"></script>

<script language="javascript" type="text/javascript"
src="/JPS/portal/js/MFAQOverlay.js"></script>

<script type="text/javascript"
src="/Tealeaf/js/tealeaf.test.3.1.0.1520W3C.Sizzle.js"></script>

<script type="text/javascript"
src="/GFC/branding/js/linkCapture.js"></script>
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<script type="text/javascript"
src="/GFC/branding/js/branding_universal_megaMenu.js"></script>

<script type="text/javascript" src="/JRS/js/btAdServe.js"></script>
<script type="text/javascript" src="/DMP/BkDmp.js"></script>

<script language="JavaScript" type="text/javascript"
src="/JRS/js/s_code.js"></script>

Stylesheets

Tag

<link rel="stylesheet" href="/JFP/css/common/JPPTemp.css"
type="text/css">

<link rel="stylesheet" href="/JRS/css/US-Regional.css"
type="text/css">

<link type="text/css" href="/GFC/branding/css/branding_main.css"
rel="stylesheet">

<link rel="stylesheet" href="/JRS/css/marketing/signon.css">
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